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Lack of Federal Law Enforcement Efforts Means
Compliance-Professionals Wil Have to Lead the Way

latolU r 88 la'ferty

re you concerned about the future threat of iden-
tity theft in your health care organization as you
transition to an electronic health care records

system? Since 1992 , there have been 19 428 complaints
to the Federal Trade Commission (FTC) about medical
identity theft , and the nonprofit public interest research
group World Privacy Forum (WPF) estimates that medi-
cal identity theft has victimized as many as a half milion
people. Pam Dixon , the executive director of the WPF
and "the leading authority" on medical identity theft , be-
lieves "that future (threat) is now.

Medical identity theft has been described as the "new-
est frontier in the ever-evolving crime of identity theft"
and presents a ripe opportunity for a variety of perpe-
trators as the health care industry evolves into an elec-
tronic culture. This environment, however, is not ade-
quately protected by current law enforcement agencies
and criminal offenses.

As a result, medical identity theft presents a wide-
spread threat in the health care industry, but there ex-

ists little deterrent threat from the threat of prosecution.
Accordingly, health care compliance professionals must
lead the way in the effort to combat the future threat of
health care fraud through medical identity theft.

A. FI IAl VERSUS MEDIC IDENTITY

There is a critical distinction between financial identity
theft and medical identity theft , which is the fact that
the "hallmark" of medical identity theft is the falsifi-
cation of the victim s medical record with information
from the perpetrator and crime. First, however, con-
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sider that financial identity theft is on the
rise and ranks as one of the top consumer
fraud complaints in the nation according

to the FTC.
Financial identity theft is characterized

as a crime of opportunity6 and occurs any-

time someone misappropriates your name
social security number, or other person-
al information to commit fraud or other
crimes. Victims are targeted simply be-

cause their information is available (i. 

they are easy targets). The federal Identity
Theft and Assumption Deterrence Act (Act)
and many state statutes (e.

g., 

Florida Stat-
utes 817. 568) criminalize identity theft.
The Act also established the FTC's identity
theft program, which includes the core ini-
tiatives of assisting victims , educating con-
sumers , law enforcement , and businesses
and established an identity theft data clear-
inghouse for the maintenance and dissemi-
nation of information. 9

In 2003 , the FTC published its identity
theft survey report finding that in the pre-
vious five-year period approximately 10
milion American consumers discovered
that their personal information had been
used to open fraudulent bank, credit card
or utilty accounts or used to commit other
crimes. 1O The FTC estimated that the total
loss to victims for identity theft was almost
$53 bilion dollars annually and that Amer-
icans spent 300 milion hours resolving is-
sues related to identity theft.

Amazingly, the FTC found that in over 25
percent ofreported identity theft cases , the
victims knew or were related to the identity
thief and that most cases originated in the
workplace. The survey found that approx-
imately 70 percent of identity theft cases
are committed by a co-worker, employee
or business owner (i. , insiders).

Second , consider that medical identity
theft is on the rise because of the increas-
ingly high costs of health care services.
Total health expenditures in the United

States are estimated to be $2. 16 trilion in

2006 and are projected to rise to over 
trilion in 2015 15 It also is estimated that

health care fraud accounts for up to 10 per-
cent of these expenditures.

Consequently, Congress created the
health care fraud and abuse program when
it enacted the Health Insurance Portability
and Accountabilty Act (HIPAA) in 1996.1
This highly coordinated national law en-

forcement effort is intended to ensure the
integrity of federally subsidized health care
benefits and resulted in 537 criminal prose-

cutions , 3 806 program exclusions , and 250
civil enforcement actions resulting in sav-
ings and expected recoveries of $35.4 bil-
lion for fiscal year 2005.

From this perspective, it is easy to under-
stand why fraudsters wil "set their sights 

on health care providers 

- "

because that is
where the money is. 1I19 Quite simply, "med-
ical identity theft is the newest frontier in
the ever-evolving crime of identity theft"zo

and grew by 197 percent from 2001 to 2005
according to the FTC. 

In the context of health care medical
identity theft may be viewed as a subset of
both health care fraud and identity theft
and has been characterized as combining
an unwholesome criminal trilogy of med-

ical privacy violations , identity theft, and
health care fraud.

1I23 Medical identity theft
- in contrast to financial identity theft 

occurs anytime a person s identity, such as
his or her name or insurance information
is misappropriated to obtain medical ser-
vices or goods or to make false claims for
medical services or goods and falsify medi-
cal records to support those claims.

Identity theft may occur in a medical
setting but not constitute medical iden-
tity theft , such as when a health care em-
ployee steals a patient' s credit card and
makes ilegal purchases. Further, health
care fraud may involve the falsification
of medical records and not involve iden-
tity theft, such as when a physician al-
ters a medical record to cover up a medi-
cal error. Neither of these cases , how-
ever, captures the true essence of medi-
cal identity theft , which is the theft of a
person medical identity.
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Within this criminal trilogy of medical
identity theft , however, there are core or
root" issuesY For example, identity theft

encompasses the core issue of the inten-
tional misuse of personally identifying
information. The core issue in health
care fraud is the intentional submission
of false claims.

The core issue in medical identity theft is
derived from both identity theft and health
care fraud and results in the intentional
misuse of personally identifying informa-
tion to receive medical goods or services
typically resulting in the falsification of the
victim s medical records. The essence of
medical identity theft is that it is both an
information (i. identity theft) and health
care (i. fraud and abuse) crime that re-
sults in financial , medical , and other harms
to its victims.

Medical identity theft , although not as
well known as financial identity theft 32 is

much more egregious because it victim-
izes people at one of their most vulner-
able moments - when they are seeking
medical treatment. The "human cost" of
medical identity theft includes financial
losses , false entries in their medical his-
tory, the denial of insurance or the use of
all available insurance resulting in bene-
fits being "capped " the loss of reputation
to the patient , physician , and health care
organization depending on who was vic-
timized, the loss of medical record priva-
cy when records are subpoenaed as part
of an investigation , and the loss of the
proverbial value of time spent trying to
correct the damage.

Without doubt the most significant
harm that results from medical identity
theft is when health care providers un-
knowingly base their medical decisions in
treating a victim on inaccurate informa-
tion from the thief' s medical history. The
harm caused by false entries in a victim
medical history is compounded because
the entries are shared with a multitude of
other health care providers , creating a sig-
nificant risk of future harm.

B. COMMON CATEGORIES OF MEDICAL

IDENTITY THEFT

Despite the fact that medical identity theft
falls somewhere in between identity theft
and health care fraud and is diffcult to
track because it is "a crime that hides 1I it is

possible to identify some common catego-

ries or schemes for health care profession-
als to recognize. First, be on the lookout
for when bad guys get sick" and use another
person s medical identity for treatment.

In 2003 , a career bank robber, check forg-

, and con artist - Joe Henslik - checked
himself into a hospital for surgery using

another person s identity, which he stole

from his victim while working for a pub-
lisher after being released from prison.
Henslik received surgery costing $41 188

which was biled to the unsuspecting vic-
tim - who has spent years trying to clear
his medical and financial history.

Also consider Linda Weaver, a retired
schoolteacher in Florida , who was erro-
neously diagnosed with diabetes in her
medical history and was biled by a hospi-
tal for the amputation of her right foot af-
ter becoming a victim of medical identity
theft. Weaver refused to pay the hospital
bil and sent the hospital notarized pho-

tos of her foot and toes, stil attached.

Unbelievably, Weaver subsequently suf-
fered a heart attack in May 2006. When
she awoke in her hospital room two days
later, a nurse asked her what drugs she
had been taking for her diabetes - a dis-

ease with which Weaver had never been
diagnosed.

Second , beware of frends or relatives in

need. I/4z Although seasoned criminals typi-
cally commit medical identity theft to ob-

tain health care services , occasionally an
individual who has no criminal background
but is desperate for health insurance wil
commit the crime. For example, a man
with AIDS used his cousin s health insur-
ance information to receive approximately
$76 000 worth of treatment over 15 years

before confessing on his deathbed. There
also is the case of a New Mexico woman
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treated for a toothache at a local hospital
after assuming her sister s identity. 45

One provider stated that it gets about a
dozen imposters presenting at its facilty
each week claiming they left their identi-
fication in their car, and the Pennsylvania
Attorney General predicts that insurance
cards eventually wil come with photo-
graphs and signatures.

Third , the most outrageous form of med-
ical identity theft is when professionals are
dishonest which arises when insiders 
anyone with access to your medical infor-
mation including clerks , nurses , and even
physicians - fabricate care on real patients
for profit. Richard Skodnek, a Boston psy-
chiatrist , was convicted of fraud after false-
ly biling insurance companies for treat-
ment sessions involving false diagnosis
treatment sessions , and medical histories.
Skodnek diagnosed one of his victim s chil-
dren, whom he had never seen, and then
biled insurance for his services.

Most notably, however, Ronald Mikos
a Chicago podiatrist under grand jury in-
vestigation, was convicted of murder after
shooting and kiling one of his patients in
2002. The jury found that Mikos kiled his

patient when she refused to lie for Mikos
after he misused her personal information
to falsely bil insurance.

Fourth , organized crime has been known
to implement complex schemes called clin-

ic takeovers in which Medicare patients are
lured into a clinic staffed with either legit-
imate or ilegitimate physicians. Services
are performed and then biled to the gov-

ernment without the patient even realiz-
ing he or she has been victimized. These
schemes are designed to conceal them-
selves through large numbers of smaller
routine claims for a short period of time.
Consequently, the perpetrators typically
operate the clinic for only a few months be-
fore shutting it down and disappearing. 

In California, two Ukrainian brothers
were indicted for allegedly setting up a
phony health clinic where phony doctors
performed cursory exams and ordered ul-

trasound tests on patients who were lured
to the clinic with offers of free transporta-

tion and baby formula. 
54 It is hard for some

to imagine that the health care industry is
a ripe breeding ground for organized crime
according to Dixon.

Fifth, there are both the innocent and
not so innocent opportunists or individu-
als working in a setting where there is ac-
cess to confidential patient data and the
temptation to take advantage of their ac-

cess. Opportunists have included 39 em-

ployees, or insiders, of a medical center
in New York City s public health system

who simply could not resist the "innocent"
temptation to review the records of a sev-
en-year-old girl in a highly publicized child
abuse case even though they did not steal
the child's medical identity.

More typical is the recent indictment of
Fernando Ferrer, Jr. and Isis Machado by the
United States Attorney for the Southern Dis-
trict of Florida. According to the indictment
Machado was employed as a front desk of-
fice coordinator with access to computerized
patient information in the performance of
her duties at a health care facility. Macha-
do wrongfully accessed the facilty' s comput-

erized patient fies and downloaded the per-
sonal identification information of more than
100 patients including patients' names

dates of birth, social security numbers , Medi-

care numbers, and home addresses.
Machado sold the patient information

to her cousin , Ferrer, who then caused the
stolen patient information to be used in
connection with the submission of approxi-
mately $2.8 milion in false claims to Medi-
care. Machado and Ferrer were charged
with conspiracy to commit computer fraud
identity theft, and wrongfully disclosing in-
dividually identifiable health information
as well as computer fraud

, 60 aggravated
identify theft

61 and wrongful disclosure of
individually identifiable health information
under HIPAA. This HIPAA prosecution is
the first of its kind in the Southern District
of Florida and only the third in the nation
but it is not an isolated incidence.
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Ie TH CARE S

The advent of digitized patient medical and
health records toward a new vision for
health care through the use of information
technology could both aggravate the spread
of medical errors caused by the reliance on
false medical histories and make it easier to
actually correct these false medical histories
all at the same time. In 2004 , President Bush

called for widespread adoption of interoper-
able electronic health records (EHRs) with-
in 10 years and established the position of
the National Health Information Technolo-

gy Coordinator by Executive Order.

The executive order required the devel-
opment and implementation of a strategic
plan for the nationwide implementation of
interoperable health information technolo-
gy in both the public and private sectors.
The National Health Information Network
(NHIN) is a government-sponsored plan
for the development of a sophisticated na-
tional network of digitized patient health
records and medical fies for access by hos-
pitals , physicians , insurers , and others 
including fraudsters.

The basic premise behind the NHIN'
ambitious modernization effort is the tran-
sition from paper to electronic medical
fies and the creation of an "electronic
health care culture in which health care
information systems (HISs) and supporting
applications have created an environment
of open electronic access among nurses
employees, physicians, specialists, sup-
porting clinics, and other partners in the
spirit of collaboration.

Although the current mantra is that dig-
itized medical records wil improve health
care , reduce fraud, and save lives by reduc-
ing medical errors, this mantra does not
take into account the growing incidence of
medical identity theft and the opportunity
digitized records present for fraudsters.71 At

the American Health Information Commu-
nity, a health care information technology
advisory panel recently established by the
Department of Health and Human Services
(HHS), a physician recently testified before

the confidentiality, privacy, and security
work group that "we believe that as PHRs

(personal health records) and EHR.s (elec-
tronic health records) proliferate and users
reach the tens of millons, f.caudsters wil
set their sights on many of these healthcare
sites, starting with those with the largest
user bases coupled with the weakest de fens-
eS...because that is where the money is.

The movement toward digitized health
records has in fact created a riskier envi-
ronment that is virtually impossible to
audit and monitor for prevalent security
risks and was imagined and designed , as
was HIPAA, without regard to the complex-
ities presented by medical identity thefC

In particular, the gr atest benefit of dig-

itized information in the context of the

NHIN and EHRs (i. , increased portability)
also increases the potential improper acces-
sibilty of an individual's personally identi-
fiable health information within the health
care system to criminals. 75 Further, the
NHIN could simply transmit false entries in
digitized records arising from medical iden-
tity theft and exponentially perpetuate the
damage through a nationwide system.

According to the World Privacy Forum
the digitization and wider availabilty of

patient health records without adequate
understanding and risk assessment could
pose many diffculties. 1I The Government

Accountabilty Office (GAO) recently not-
ed that there are "significant weaknesses in
information security controls" in Medicare
and Medicaid claims processing, which
have already been digitized. Further
electronic healthcare records are viewed

by criminals as ' fresh meat' and are worth
an estimated $50 to $60 each on the black
market, according to Dixon.

As one U.S. attorney has stated

, "

In a rap-
idly expanding world of electronic medical
records , preserving the privacy and integ-
rity of confidential patient information is
critical.// o Consequently, regulatory agen-

cies are paying more attention to privacy
and security issues as the industry evolves
into an electronic culture.
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D. EN INITIATIVES

The critical point to be gleaned from these
examples of medical identity theft and the
impact of digitized health care systems is
that medical identity theft impacts every
level of the system, including the patient
physician, and health care organization as
well as the payors, and there must be in-
creased diligence to prevent this crime. Be-

cause the future of health care fraud is now
specific measures must be taken to deter
this unique and ever-more-common crime.

A health care organization and its patients
may be victimized simply because health
information is readily available. In this con-
text, the confidentiality of patient informa-
tion is strictly protected by HIPAA and state
law. HIPAA is enforced by the HHS Offce
of Civil Rights (OCR) and includes a crimi-
nal sanction including a maximum fine of
$100 000 and up to five years imprisonment
or a maximum fine of$250 OOO and up to 10

years imprisonment if the person intended
to sell , transfer, or use the protected health
information for personal gain or malicious
harm. The health care provider also may
be assessed a civil monetary penalty for the
HIPAA violation.

HIPAA is a federal regulation designed in
part to promote uniformity and confidential-
ity in the use and transmission of health in-
formation through "administrative simplifi-
cation , II or the creation of a uniform, nation-
al language for the health care industry.

HIPAAs administrative simplification provi-
sion is intended to facilitate the electronic
exchange of health information and thereby
promote effciency and reduce costS.

In this context of administrative simplifi-
cation , Congress authorized HHS to devel-
op three sets of national standards includ-

ing the following:

IJ Standards for electronic transactions and
code sets (i. standards for format and
content to be used by all health care or-
ganizations when they conduct transac-
tions electronically),

IJ Standards for privacy of individually
identifiable health information (i. e. pro-

tection of privacy and confidentiality of
personal medical records), and

I! The security standards (i. practices
and technologies used to protect elec-
tronic networks and devices used to
house and transmit electronic health in-
formation).
These national standards are intended to

facilitate the goal of demonstrative simpli-
fication while addressing the public s con-
cerns about transferring confidential infor-
mation electronically.

As the Federal Trade Commission (FTC)
has stated with respect to identity theft in
general, the most important deterrent to
any crime is the increased threat of pros-
ecution. Currently, there is no separate

and distinct medical identity theft crime
which the World Privacy Forum finds to be
remarkable.

Further, one commentator has noted
that "because of its nature , medical identity
theft doesn t fall neatly under the purview
of an individual federal or state agency. As
such, there is no single agency or single
point of contact for victims. 1/90 For example
consider that in 2006 , the President estab-
lished the Identity Theft Task Force - a col-
laboration between the U.S. Department of
Justice (DOJ) and the FTC for the purpose
of "developing a comprehensive national
strategy to combat identity theft. 1/91

The Identity Theft Task Force s goals in-
clude improving the government and the
private sector s abilty "to bring identity
thieves to justice, to mitigate the risks of
identity theft for individuals and companies
and to assist identity-theft victims in recov-
ering from the effects of this pernicious
crime. 1/92 The Identity Theft Th.sk Force in-
cludes 17 federal agencies and departments
each with particular expertise contributing
to their abilty to fight identity theft. 

DOJ has prosecuted many identity
thieves , including charging 432 defendants
in fiscal year 2006 (through the end of July
2006) with aggravated identity theft, and
the Federal Bureau of Investigation (FBI),
an agency of the DOJ, has 1 587 pend-
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ing identity theft-related cases. The first
criminal conviction under HIPAA was a fi-
nancial identity theft case in which Rich-
ard Gibson , an employee of a Seattle cancer
center, misappropriated a patient's identity
and charged more than $9 000 on falsely
obtained credit cards.

The federal government's Identity Theft
13.sk Force empowers the FBI , the U. S. Se-
cret Service (USSS), the u.s. Postal Inspec-
tion Service (USPIS), and the Social Secu-

rity Administration Offce of the Inspector
General (SSA OIG) to investigate identity
theft. Notably absent from this task force
however, is the Offce of Inspector Gener-

, whose primary responsibility is to inves-
tigate health care fraud. While victims of
financial identity theft can report their of-

fense to the FTC and various other investi-
gatory agencies, Dixon believes that "what
happens to victims of medical identity theft
is they re just (left) floundering. 1I97

Today s health care environment is very
dynamic and ripe for opportunity not-
withstanding that it is highly regulated.
According to Elizabeth Roop, a health care
reporter, Dixon gave the following warn-
ing, 98 "I don t know that the medical pro-
fessional really understands the thunder-
ing herd that' s coming their way. It's not
pretty; these people are resourceful, de-

termined, and stealthy. There are some
hospitals and healthcare providers that
are more sophisticated and have built a
few more moats around their castle , but
in general , I think in the healthcare sector
the problems and challenges are so com-
plex that they re just not ready for the in-
flux of organized crime.

You can t just clamp down a hospital the
way you can clamp down a bank , so it's in-
finitely more complicated " she adds. "The
path ahead wil be tough; it' s doable , but
it' s tough.

So how can you beefup the "moat" around
your health care castle and confront the
tough job of the future of health care fraud?
For starters , it is very important that the ex-
ecutive management team be fully aware

Journal of Health Care 

of and committed to the importance of pa-
tient information security and the potential
repercussions for violations. The health
care organization should foster a culture of
compliance recognizing the zero-tolerance
policy for violations of federal and state pa-
tient confidentiality regulations that rever-

berates throughout the organization and

acts as a meaningful deterrence.
Second , compliance and privacy officers

responsible for ensuring the confidentiality
and privacy of health records within their
organizations are urged to assess the risk
within their organizations for HIPAA com-
pliance - paying close attention to their
own employees because "medical data has
a street value today of $50 a record " ac-

cording to Dixon. JOo Dixon urges us to pay
attention to "healthcare insiders " including
physicians, nurses , technicians and other

trusted employees" because "healthcare al-
ready is under attack"IOJ

Third, create and implement effective
policies and procedures based upon your
knowledge and understanding of your spe-
cific risks. loz These procedures should in-
clude, for instance, requiring patients to
present picture identification before receiv-
ing treatment. 103 Pay particular attention to
physical security within your organization

and ensure that your policies and proce-
dures protect confidential information. 104

A California medical group suffered a
significant security violation after some-
one broke into its facility and stole two
new Dell computers containing patient
information for 185 000 people that had
been transferred to the computers from
its secured servers as part of a patient bil-
ing project and year-end audit.10 This ex-

ample further ilustrates the prudence of
controlling access through physical secu-
rity but also that sensitive patient informa-
tion should be encrypted to minimize the
risk of exposure. 106 Also , consider protect-
ing your patients by not using their name
social security number, or date of birth for
identification purposes to further mini-
mize the risk of exposure. 107
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Daniel Garcia, chief compliance offcer
for Kaiser Foundation Health Plan, Inc.

one of the nation s largest integrated deliv-
ery systems, likened Kaiser s encryption

policy to a "cultural revolution" because re-

stricting physician s access to health infor-

mation is counter to what they believe is
in the best interests of patient care. The
first step in instituting new privacy policies
Garcia added , is to get physicians to accept
new ideas about protecting health informa-
tion in light of technology advances. 109

After a Kaiser employee s laptop con-

taining beneficiary information was sto-

len , Garcia started a policy prohibiting the
access or storing of personal health infor-
mation on personal laptops unless that in-
formation is encrypted. 1l0 Garcia admitted
that allowing physicians and others to store
personal health information on laptops was
an outdated practice.

Perhaps most importantly, the compli-

ance and privacy officer should develop a
rapid response plan, including an instant
response team, to prevent and mitigate se-

curity breaches because putting a response
plan together quickly is a challenge. 1l2 The
appropriate response may include imme-
diately notifYing the patient of the secu-

rity breach under state law. State security
breach laws are designed to prevent identity
theft and require certain organizations not

only to implement and maintain security
procedures as well as protect personal infor-
mation from unauthorized access, but also
expeditiously notifY a state resident whose
information was or was reasonably believed
to have been acquired by an unauthorized
person when a security breach occursY3

Further, federal legislation entitled the
Privacy Rights and Oversight for Elec-

tronic and Commercial Transactions Act
of 2006" (PRafECT Act) was introduced
this year with the intent of "empowering
consumers and giving them a say in how
companies buy, sell, and market their pri-
vate data , while entitling them to effective
security protections.

1I1l4 Recognizing that
identity theft is one of the fastest growing

Journal of Health Care C

crimes , the Act includes a Privacy Bil of
Rights encompassing the right to know and
correct information that is being kept about
them, a right to medical privacy including
the promulgation of a HIPAA regulation re-
quiring the reporting of any unlawful dis-

closures of identifiable health information
a private right to sue and seek damages for
negligent data handling, and the right to
the immediate consumer notification and
disclosure of a data security breach.

Finally, be prepared to respond to your
own patients ' request for an accounting of
disclosures , copies of medical files , and cor-

rections of erroneous information in their
medical fies. Remember, one of the chief
complaints cited by the World Privacy Fo-

rum was the inability of victims to access
and correct their own medical records. 116

The advent of digitized medical records
and an electronic health care culture pres-

ents a wonderful vision for the future of
health care; a vision of improved quality, in-
creased effciency, and more cost-effcient
care. There is another vision, however, that

is gaining greater recognition and under-
standing as more and more patients are be-
ing preyed upon at their most vulnerable mo-
ment, when they seek medical treatment.

Medical identity theft is a relatively new
crime that falls somewhere in between the
more commonly known crimes of financial
identity theft and health care fraud. Conse-
quently, there is no federal law enforcement
agency specifically tasked with the responsi-
bilty of investigating and prosecuting this of-
fense because, quite simply, there is no spe-
cifically recognized crime of medical identi-
ty theft. Therefore, compliance professionals
must step up and lead the way in the health
care industry with increased vigilance to
combat and deter this future threat of health
care fraud because the future is now.
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